Abstract-DNA-based circuit design is an area of research in which traditional silicon-based technologies are replaced by naturally occurring phenomena taken from biochemistry and molecular biology. Our team investigates the implications of DNA-based circuit design in serving security applications. As an initial step, we develop a random number generation circuitry. A novel prototype schema employs solid-phase synthesis of oligonucleotides for random construction of DNA sequences. Temporary storage and retrieval is achieved through plasmid vectors.
I. INTRODUCTION
NA-based circuit design is an area of research in which traditional silicon-based technologies are replaced by naturally occurring phenomena taken from biochemistry and molecular biology [1] - [3] . Some experts have hypothesized DNA computers will one day replace their silicon-based counterparts, whereas others believe the future of computing lies in the hybridization of silicon and DNA-based components [1] . Fully functional DNA computation can be aided by developing DNA paradigms for converting traditional digital circuitry.
Our team investigates the implications of DNA-based circuit design in serving security applications. Specifically, we are examining the potential of DNA-based logic gate fabrication techniques in resolving memory tampering. Technical approaches to tamper with a stored secret key are characterized as static and dynamic. While the former involves direct penetration of memory cells, the latter attempts to retrieve the key as it is passed from memory to the processing element during actual circuit operation.
Current storage security considerations resort to arguments like "it is practically impossible to access the memory from the outside" or "it is impossible to access the data bus that carries the key from storage to the processor if they are all on the same piece of silicon." Technical considerations based on 'good feeling' of engineers make the entire issue of memory security more art than science. It is crucially important to review the entire issue of memory security from a new angle, utilizing new technologies that lend themselves to more accurate scientific analysis.
Since the value to be stored is a random secret key, we must first investigate means of generating this value and subsequently storing it. As an initial step, a random number generation (RNG) circuitry has been developed. The novel prototype schema of the RNG circuitry employs solid-phase synthesis of oligonucleotides for random construction of DNA sequences.
Temporary storage and retrieval of these sequences is achieved through plasmid vectors.
To demonstrate the usefulness of RNG in security applications, a Google search for RNG+security yields approximately 1.2 million hits. A few security applications requiring RNG include key generation, nonces (numbers used once), salts in certain signature schemes, and one-time pads. Furthermore, any current commercial microchip dedicated to security applications has RNG circuitry.
Here, we propose that the secret key, which is actually a random value, be generated by the DNA-based non-volatile memory that subsequently stores the key. A copy of the generated key is then made to share with other friendly parties. Future research activity is to investigate how to make the DNA key string difficult to read for hostile parties.
II. OLIGONUCLEOTIDE SYNTHESIS
Deoxyribonucleic acid (DNA) is the molecular material found in the cell's nucleus that encodes an organism's genetic material. DNA is comprised of four nucleotides -adenine (A), cytosine (C), guanine (G), and thymine (T). Just as sequences of binary bits encode possible states within a computer, sequences of nucleotides encode genetic information within an organism. Known as oligonucleotides, these sequences of nucleotides can encode for 4 n possible states, where n represents the length of the sequence. Assuming such sequences can be chemically created, oligonucleotides can be utilized to store information similar to their binary bit counterparts.
Oligonucleotide synthesis is the process in which short sequences of nucleic acids are produced. There are two primary methods of synthesizing oligonucleotide sequencessequential [4] and solid phase synthesis [5] . Sequential Toward DNA-Based Security Circuitry: First Step -Random Number Generation Christy M. Bogard, Benjamin Arazi, and Eric C. Rouchka, Members, IEEE D synthesis occurs by deprotecting the 5' phosphate then adding the phosphoramidites of the desired nucleic acid in sequential order until the sequence is completed. Sequentially synthesized sequences have a low tolerance to error, and as such are not suitable for creating sequences greater than one hundred nucleotide bases in length.
Solid phase synthesis of an oligonucleotide sequence occurs as a five step process. The 3' end of the initial nucleotide is bound to a solid support column. A purified solution of the next nucleic acid is then pumped through the support column to adhere a single nucleotide base to the bounded sequence. The remaining solution mixture is then washed out of the support column. The synthesis process continues until the oligonucleotide sequence is created. Finally, the completed oligonucleotide sequence is cleaved from the support column.
Regardless of whether the oligonucleotide sequence is created through sequential or solid phase synthesis, there are four steps to the actual process. The first step, detritylation, releases the 5' hydroxyl group of the ending nucleotide. Then, the phosphate group of the proceeding nucleotide is removed, enabling the two nucleotides to be bound together. Capping blocks non-reacting nucleotides from incorrectly synthesizing to the sequence, allowing excess nucleotides to be washed off. Finally, oxidation allows the two bounded nucleotides to become permanently stable.
III. RANDOM NUMBER GENERATION WITH DNA
A random number, in its primitive form, is a sequence of digits selected at random to generate a number within a given range modeling a given distribution. For example, to generate a random binary number with a range of 0 to 2 10 following a uniform distribution, one would randomly select either a zero or one independently for each of the ten bits, with the probability of selecting zero equal to 50% and the probability of selecting one equal to 50%. To generate a random DNA sequence following a uniform distribution, one would randomly select one of four possible characters -A, C, G, T -for each place in the sequence, with each character having the probability of being selected equal to 25%. Assigning a 2-bit value to each character, a sequence of 4n characters generates a random number of n bytes.
A. Physically Synthesizing the Random Number Sequence
While either method of oligonucleotide synthesis will enable a sequence to be generated, solid phase synthesis is the most effective method of creating a random oligonucleotide sequence. The practical application of randomly assigning a nucleotide to the sequence will simplify the solid phase synthesis process. Rather than using a purified solution of a single nucleic acid mixture, a mixture of nucleic acids of a predetermined distribution could be repeatedly washed through the support column. For example, if a sequence with uniform distribution of each of the four nucleotides is desired, a mixture containing 25% A's, 25% C's, 25% G's, and 25% T's can be created.
This solution mixture would be continuously used, enabling nucleotides to randomly adhere to the sequence until the desired length is achieved.
It is important to note the simplification of the cleansing process. Solid phase synthesis requires that one must cleanse the support column of any residue nucleic acid to prevent one from erroneously adhering to the sequence. There is no restriction on which nucleotide should adhere to the sequence next, therefore cleansing residue nucleotides from the support column is not necessary since all nucleic acid assignments are valid assignments.
IV. TEMPORARY STORAGE OF RANDOM NUMBERS
Plasmid vectors are small, circular DNA molecules found in bacteria that enable inserted DNA gene sequences to be transported between various organisms [6] . In order to encompass the gene sequence, plasmid vectors are spliced open with restriction enzymes so the new sequence can be inserted. A restriction enzyme is a small protein sequence that aligns with a specific complementary DNA sequence and cleaves the sequence at such location [6] . Figure 1 . Illustration of the insertion of chromosomal DNA into a plasmid vector cut by a restriction enzyme. Image adapted from [7] .
Rather than inserting a DNA gene sequence to be inserted in a target organism, one can temporarily store a random number by inserting its corresponding DNA sequence into the plasmid (Figure 1 ). The random sequence location is determined by the site selection of the restriction enzyme. The restriction enzyme cleaves the vector open, the random oligonucleotide sequence is inserted, and then the vector is reconstructed to its original circular molecule. In order to retrieve the random sequence from the vector, the process of insertion is reversed. Once again the restriction enzyme is aligned with the vector to cleave the DNA. The next n bases are sequentially read from the vector, where n represents the length of the random oligonucleotide sequence, and finally the vector is reconstructed to its original circular molecule. It is important to note that the retrieval of the enzyme requires three components: (1) the plasmid vector with inserted sequence, Figure 2 . Random Number Generation Circuitry. The circuit creates the random oligonucleotide sequence, translates the sequence into its corresponding random number value, and outputs the value in digital form.
(2) the restriction enzyme used to initially insert the random sequence, and (3) the length of the random sequence.
V. RANDOM NUMBER GENERATION CIRCUITRY
A random number generation circuit must be capable of creating each component required. The circuit must be able to create the random sequence, translate it into the corresponding random number, and output the random number value.
Once the microfluidic device receives an input signal to generate a random number, the first task is to create a random oligonucleotide sequence. Therefore, there must be some renewable mechanism by which each of the four nucleic acids could be selected as a possible next base. It is envisioned such mechanism would be comprised of four fluidic wells each containing a fluorescently-labeled pure mixture of one nucleic acid which could be refilled as quantities became diminished.
A transportation tube would independently pull a specified quantity of each nucleic acid and deposit into the mixing chamber. The mixing chamber would combine the four quantities to create the solution mixture. Using solid phase synthesis, the solution mixture would be poured over a support column to create the random sequence until a given length is reached.
It is important to note the distribution probability dependence on the solution mixture.
If the sequence generated is to have equal distribution of the nucleotides over the length of the sequence, then the same solution mixture can be repeatedly poured over the support column. Since each base should have equal probability of being one of the four nucleotides, it is critical that the solution mixture be based on selection with replacement rather than selection without replacement. Without replacing the adhered nucleotide, the probability of the given base being selected decreases with each additional sequence bit added. However, it is important to note that a minute amount of the solution contains an immense amount of each nucleotide. A quantity of one micro liter contains 5 x 10 11 molecules [8] . Thus, removing one nucleotide will still maintain an overall equal distribution. Therefore, the mixing chamber could combine one micro liter of each nucleotide solution and continuously pour the solution over the column until the desired sequence length is reached. Once a sequence is created, it must be translated by passing it through a laser that enables each of the fluorescently-labeled nucleotide bases to be distinguished in a chromatogram. A chromatogram is a plot of the intensity of each component as a function of time. Thus, for each location in the sequence, one fluorescent color will be high intensity while the other three fluorescent colors will be low intensity. For example, from the chromatogram in Figure 3 , one can see starting at location 120 that the high intensity colors are red, black, red, red, green, red, blue, blue, black, blue, which translates to the nucleotide sequence TGTTATCCGC. Translation from the nucleotide sequence composition to the digitally equivalent random number is achieved through the process described in section III.
A created sequence that is not immediately translated quickly becomes deteriorated by environmental factors, making the sequence unusable. Therefore, if a sequence is to be stored for later translation, the circuit must provide a temporary storage mechanism by which the sequence could be preserved. One method of temporary storage involves inserting the sequence into plasmid vectors. Just as the nucleotides were independently pulled from fluidic wells, a plasmid vector could be pulled from an onboard renewable well. Using a restriction enzyme, the vector is spliced open and the random oligonucleotide sequence is inserted to recombine the two spliced ends. The vector has thus encompassed the random sequence into its own DNA, enabling the sequence to be temporarily stored.
Simply creating the sequence and enabling temporary storage is of no value if the sequence cannot be decoded into a digitally equivalent random value. In order to accomplish this, one must first determine the sequence composition in nucleotides. Using the same restriction enzyme used to insert the sequence in the plasmid vector enables one to locate the random sequence in the DNA. After cutting the sequence from the vector, the sequence could then be directly translated. Thus, there are two possible outputs of the microfluidic circuit -(1) the chromatogram of the translated sequence and (2) the plasmid vector temporarily storing the random sequence.
In addition to translating the sequence into its corresponding digital value, it could be beneficial to store the random sequence long term for use at some future time. Rather than outputting the sequence to a laser for translation, one could output the vector-cut sequence to a microarray well location for permanent storage. Thus, one could potentially create a random number repository by generating enough random sequences to fill each location on a microarray, then referencing a new well when a random number is needed.
A. Circuit Fabrication Considerations
It is essential to evaluate the feasibility of fabricating the circuitry of Figure 2 as a stand-alone micro-circuit, using current or envisioned future technologies. Size was of crucial consideration in the design of the microfluidic device. Transportation tubes between the various components are on the scale of nanometers. Storage devices are micro-scaled, with a capacity of 10 micro liters for the various nucleotide solutions, plasmid vectors, and restriction enzymes. As such, fabrication of the device would be on the same scale as their silicon counterparts.
Liquids do not dry up; rather, they are consumed by the circuit just as electricity is consumed by their silicon counterparts. This is not considered a limitation of DNAbased circuitry. Regardless of the venue, there is no perpetual circuit in existence. Just as the silicon chip must be replenished with electricity to remain functional, the DNA chip must be replenished with nucleotide solutions, plasmid vectors, and restriction enzymes.
VI. CONCLUSION
DNA-based circuit design is continually evolving as DNA paradigms can be developed to represent their digital counterparts. Current efforts of our research team are dedicated to the utilization of these developments in the design of security applications. This presentation demonstrates how a microfluidic device can act as a random number generator, a fundamental element in security circuitry. Oligonucleotide synthesis is used to randomly generate a nucleotide sequence, plasmid vectors enable temporary storage, and chromatogram analysis enables the translation from a sequence to its digitally equivalent random number. Long term storage is achieved through spotted microarray fabrication, which enables each sequence's expression levels to be permanently stored.
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